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Review on the abstract of the PhD thesis of Perov Artem

for the PhD degree in technical sciences on the speciality
05.13.17 - Theoretical foundations of computer science

To whom it may concern,

This is a review report on the abstract of the PhD thesis of Perov Artem titled

Universal method of constructing decisive rules using convolutional neural networks for
analysis of pseudo-random sequence generators based on iterative block ciphers

The main idea in the thesis of Perov A. is devoted to the problems of analyzing the output sequences
of pseudo-random number generators, which have important applications in different computer science
areas. In the thesis, Perov A. has developed a new approach to the process of analyzing pseudoran-
dom sequence generators, and shown that the approach can significantly reduce the sampling length
for statistical analysis. The proposed method is based on the recognition of output sequences that
are transformed to digital images, which can be classified by convolutional neural networks with high
accuracy. The proposed method is novel in the sense that inception V3, ResNet, and EfficientNet ar-
chitectures usually do not solve such tasks. This methodology allows for evaluating the sample entirely,
without taking into account separate values. According to the comparison with previously known re-
sults, it is confirmed the suitability of the proposed method and some advantages over analytical and
empirical statistical methods. The generators proposed in the thesis are solid algorithms, of which the
effectiveness has been previously proven in many scientific papers. The proposed method in the thesis
re-confirm the effectiveness of those generators, which validates the idea. The research in the thesis
is an interesting and successful piece of scientific work. It is worth noting that the approach of the
thesis is generic and could be applied in other iterative generators, like hash functions, pseudorandom
generators in programming languages, etc..

In my opinion, the thesis of A. Perov is a completed scientific research with certain scientific novelty.
I consent to the inclusion of my personal review in documents related to the defence of the thesis of
Perov A, and their further processing.

Yours sincerely,
Chunlei Li
Associate Professor,

The Selmer Center on Secure CommunicH
Department of Informatics, University of Bergen, Norway
Phone: {+47) 55584013
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Ot3bIB Ha asTopedepar guccepraymu Apréma MNeposa,
Ha COMCKaHKe YY4eHOW CTeNeHn KaHanaaTa TeXHMYEeCKUX HayK No cneuuanbHoCTH
05.13.17 — TeopeTU4eckne oCHOBbI MHPOPMATHKK
BHUMG@HUIO 8Cex 3aUHMepPeco8aHHbIX AUY,
HacToawumii 4OKYMEHT ABNAGTCA OT3bIBOM Ha aBTopedepart aucceptauuu Aptéma MNeposa

YHWBepcanbHblA METOA, MOCTPOEHMA peLuatowmx Npasua ¢ UCNo/Ib30BaHWEM CBEPTOUHbIX HeMPOHHbIX
ceTei ANA aHaNu3a reHepaTopoB NCeBAOCNYHaMHbBIX NOC/IeA0BaTEIbHOCTENH Ha OCHOBE UTEPaTUBHbIX
6n04HbIX WK poB

OcHoBHaa wpea pguccepraumm A, Teposa noceauweHa npobnemam aHanus3a  BbIXOAHbBIX
NocNesoBaTe/ibHOCTEH reHepaTopoB  NCEBAOC/YYaMHbLIX  4YMCEN, KOTOpble ABMAKOTCA  BaKHbIM
NPUIOKEHWEM B Pas3/iMuHbIX 061aCTAX KOMNBLIOTEPHLIX HayK. B pabote A. MNepos pa3paboTan HOBbINA
NOAXO0/ K NPOLLeCcCy aHanu3a reHepaTopoB NceBa0CnyHalHbIX NOC/eA0BaTeIbHOCTEN, M NOKA3as, YTo 3TOT
NoAxos No3sBOMAET COKPaTUTL ANWHY BbIBOPKM ANA CTaTMCTUYECKoro aHanusa. Mpegnaraemblit metop
OCHOBAaH Ha pacno3HaBaHUKM BbIXOAHLIX MNOC/NeAoBaTeNbHOCTEN, npeobpa3oBaHHbIX B UWpPOBbIE
n306paxeHns, KOTOpble MOrYT Pacno3HaBaThCA C NOMOLLLIO CBEPTOYHON HEMPOHHOMN CeTU C BbICOKOIA
TOYHOCTbI. [peanaraemblii METOA ABNAETCA HOBbIM B TOM CMBbICAE, YTO apxXuTekTypsl Inception V3,
ResNet u EfficientNet 0BbluHO He peluatoT Takux 3agay. 3Ta METOA0N0TUA NO3BO/AET NOJSIHOCTLIO OLEHUTh
BblbOpKY, HE NPUMHMMas BO BHMMaHWE OTAE/NbHbIE 3HAaYeHWA CYETYMKa. [0 cpaBHeHWID C paHee
M3BECTHbIMMW pe3y/ibTaTaMmu NOATBEPKAAD NPUTOAHOCTbL NPeAN0KEHHOTO METO4A U Ha/IMYUe HEKOTOPbIX
NPEMMYLLECTB Nepes, aHaNUTUHECKUMW U SMNUPUYECKUMM CTaTUCTUYECKUMKU meTodamu. [eHepaTtopbl,
npes/ioxeHHble B AMccepTauuu, NPeacTaenaoT coboi n3ecTHble anroputmbl, 3GGeKTUBHOCTL KOTOPLIX
paHee bBbina [lOKa3aHa BO MHOTUX Hay4HbIX cTaTbAx. Mpegnaraemblit B aBTopedepate MeToZ NOBTOPHO
noaTeep:kaaet 3GPeKTUBHOCTL 3TUX reHepaTopoB. HayyHoe wccnepoBaHWe, BbINO/NIHEHHOE B
auccepTaumu, ABNAETCA UHTEPECHBIM M 3aKOHYEeHHbIM. CTOWT OTMETUTb, YTO NOAXOA, PeaNU30BaHHbIN B
OMccepTaLmm, YHUBEpCaneH U MOXKeT BbiTb NPUMEHEH K Pa3HbIM UTEPATUBHBLIM reHepaTopam, TakKMm Kak
xew-(QyHKLUK, NCEeBAOCYYaWHbIE FEHEePaATOPb! B A3bIKAX NPOrPaMMUPOBAHUA U T. 4.

Ha moi B3rnag, aucceptauus A. lMeposa — 3aKOHYEHHOE Hay4yHOe WUCCNeoBaHWe C onpeaeneHHou
HayuHOW HOBM3HOW. fl COrNIAaceH Ha BKIIOYEHWUE MOWX NEPCOHa/bHbIX AaHHbIX B JOKYMEHTbI, CBA3aHHbIE C
3awmToi amcceprtauum Meposa A. ¥ CONYTCTBYIOLLMMM NPOLIECCaMM.
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